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1 Decision/action requested 

This contribution proposes to add a new solution in TR 33.857
2 References
3 Rational
This contribution adds a new solution in TR 33.857.
4 Detailed proposal
*************** Start of 1st Change ****************

6.X
Solution #X: Security for Provisioning of PNI-NPN Credentials with initial credential
6.X.1
Introduction

The solution addresses key issue #2, especially for provisioning PNI-NPN credentials in case that the UE and the PS can be pre-configured with initial credentials.

6.X.2
Solution details
The assumptions include:

· UE and PS have been pre-configured with initial credentials used for provisioning authorization and protection.

· The UE has already been authenticated by PLMN.
The detailed procedure is:

The UE requests to establish a restricted PDU session, the SMF gets preconfigured PS identity and triggers secondary authentication between the UE and the PS. After successful secondary authentication, the PS identity is included in PDU Session Establishment Response message, and is sent to the UE. Otherwise, the PDU session establishment procedure is cancelled. Besides, the SMF notifies authentication result to the UDM, and the UDM updates UE’s subscription, e.g. CAG ID, etc. The UE can only access the PS in the restricted PDU session. This procedure is protected based on NAS key.

The UE and the PS use initial credential to establish a secure tunnel to protect the following provisioning. The UE has been provisioned with credentials for secondary and/or slice-specific authentication.

6.X.3
System Impact

UE, SMF, and UDM are impacted.
PS may be impacted, if the PS does not support EAP authentication.
6.X.4
Solution evaluation
The solution fulfils the potential security requirements of KI#2 in case that the UE and the PS have been pre-configured with initial credentials no matter whether PS owner, PLMN are in the same trust domain or not.

The PLMN can trigger a secondary authentication so that the PLMN knows that the UE is authorized for provisioning, and PLMN can update subscription accordingly.

The UE and the PS can protect provisioning procedure using the initial credential.
*************** End of 1st Change ****************
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